MP 



KD 



MP 



Ref 
# 


Hits 


Search Ouerv 


DBs 


Default 
Operator 


Plurak 

r iui ui3 


Time Stamn 


si;;; ?} 


: =;;;:. i 


:(: M 6i41778 ,l ).PN. J: 


USPAT; : 
USOCR: ; ;: • 


OR • 


.OFF.^;; 


; 2004/10/07 09:45 ; 


S2 


1 


("6735702").PN. 


USPAT; 
USOCR 


OR 


OFF 


2004/10/07 09:54 


"S3ii;: : - 


■ \ -;5> 


:(dehjal$lo^^ 

service" or dosior -syn flood" or : ; . 
"syri attack" or "ping; of death" or 
"ping attack") with fijter$l same \ 
(router or gateway or firewall). 


US-PGPUB; 
USPAT; . I:. :! 


ORv 


ON 


20#04/12 17:48 






EPO; JPO; ■:■ 












DERWENT;:; 
IBM_TDB : : : ; 








S4 


34 


distributed near2 
(denial$lof$lservice or "denial of 
service") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT- 
IBM_TDB 


OR 


ON 


2005/04/12 18:01 


s5 ! ' ;; 


,' ; : :!;i;n ;;. -;i ■• 




USPAT;. . 

;usocR^ ; ;:- : i : : 


;oV;:jU 


0ff:1 ;; 


2004/10/07; 11:43 


S6 


6 


((filter or (security near policy)) 
near3 ("time to live" or 
time$lto$llive or expir$5)) and 
(denial$lof$lservice or "denial of 
service" or dos or "syn flood" or 
"syn attack" or "ping of death" or 
"ping attack") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2005/04/12 18:06 


: S7 


llllllll 


(filter or (security hear pblicy)) : 1 
near3j("time tojive" :: 
time$lto$llive or expir$5) ; 


US-PGPUB; : 
USPAT; 
EPO; JPO; ! 
DERWENT;, 
IBM_T0B : 


iihiii si 


; on [0 


: 20p5/04/12il8:45 ! 


S8 


149 


(denial$lof$lservice or "denial of 
service" or dos or "syn flood" or 
"syn attack" or "ping of death" or 
"ping attack") same filter$l and 
(router or gateway or firewall) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


on 


2005/04/12 19:03 


S9 y 


■; 12 


:("537i852"i ^ 

^5642515" j :;!*5892917":|!;i!; : 

•"6076943" 1 "6098122" :|; 

•"6341304" | "6425057" -] : - 
"6430619" | "6526448" } 
"6529955" | "6662230")^N. W- 


U$P/tf- : ^; 


• or::;: 


ON :: 


5005/04/12 19 ; :13 


S10 


20 


("4937743" | "5553239" | 
"5627886" | "5678041" | 
"5708780" | "5748954" | 
"5787253" | "5796952" | 
"5809230" | "5813006" | 
"5835724" | "5862260" | 

iirfnnrrnn i MmA^A^ nil i 

5870559 | 5892917 | 
"5894554" | "5996011" | 
"6026440" | "6038563" | 
"6199102" | "6256739").PN. 


USPAT 


OR 


ON 


2005/04/12 19:13 
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Sll 
S12 



S13 



;Si4 
S15 



S16 



S17 



S18 



S19 
S20 



S16 
1 



si6; 

3 ; 



15731 

••' :; : 22 



64 



216 



48 



■37 



.13 



713/153-154,201;709/217-219, 
223-225,229.ccls. 



7i3/153-i54 / 201;709/217-219, ■== 
:223i225;i229.^ls. ;and I; .:::i;;:.;;> : ; 
/(denial$;lbf^ 

seivjce":ordps pr.:"syn flo0d";or: : ;; : : 
"syn attack^ br fpirigibf d^th" 6r : 
;"p|ng : ?ttack") : ^ 

713/153-154,201;709/217-219, 
223-225,229.ccls. and 
((distributed adj 

(denial$lof$lservice or "denial of 
service")) or ddos) 



"20020099958":^ 



(denial near2 service) and 
(blocking with (expire or end or 
finish)) 



i(denialinear2jseryjce) : and 
((filter$3 or- b(bck$3) with (expire 
or end or finish)) I 



(denial near2 service) and 
((filter$3 or block$3) with expir$5) 



.router ; !near3.(examin$3 or 
a uthenticat$3 ; or ; yerif$5) with : 



filter; 



("6141778").PN. 

(examin$3;pr autheritica : t$3; or : : 
|yerif$5) he^r3!(rpiutirig aidj (dataj 
|or infori^tiipn)) sarhe (router orl 
gateway or : flrewa!i) : : : 



(denial$lof$lservice or "denial of 
service" or dos or "syn flood" or 
"syn attack" or "ping of death" or 
"ping attack") with filter$l same 
(router or gateway or firewall) 

^distributed "near2- : 
(denial$ibf$lservice or "dehiaiof 
service") -and (<|)ad<?200lb703^ 
ibr @riad:<"20010703"). : : : 



US-PGPUB; 
USPAT 



US-PGPUB; 
iUSPAt; : 
; EPO; JPO; 
DERWENT; 

;IBM_iTDB h 



US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 



iUS-PGPUB: 

US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

•US-PGPUB;: 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB • 

US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; 
USPAT; 
EPO; JPO; 
^DERWENT;! 
•IBM.TDB 

USPAT; 
USOCR 

US-PGPUB; 

: USPAT; :::: i: 
:EPO; JPO; 
^DERWENT; 
ilBMVrpB : 

US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PGPUB;. 
USPAT;; ; 
EPO;; JPO;: 
DERWENT;; 

ibm tdb;;;;;; 



OR 
OR 



OR 



OR- 
OR 



OR 1 



OR 



OR 



OR 

■or!; 



OR 



OR; : 



ON 
ON 



ON 



;pN : 

ON 



ON; 



ON 



;on 



OFF 

on:; 



ON 



:on 



2005/04/12 19:14 
2004/10/08 20;19 



2004/10/08 20:45 



2004/10/08 20:45 
2005/04/12 19:56 



2004/10/10 13:22 



2005/04/12 20:00 



2005/04/1220:21: 



2004/10/11 16:01 
;20Q5/10/p5 15:M: 



2005/10/05 15:42 



2005/10/05 16:07: 
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S16 
4 


25 


((filter or (security near policy)) 
near3 ("time to live" or 
time$lto$llive or expir$5 or 
duration)) and 

(denial$lof$lservice or "denial of 
service" or dos or "syn flood" or 
"syn attack" or "ping of death" or 
"ping attack") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2005/10/05 16:13 


; S16- ■ 
5 


: 173 

:: ± f : J :: 


: -(denj£j$^ : ; 

service" oridos.or "syn flood" or ^P*' 
: "syri ateck"- or "pipg bf death 

"ping attack") $am£ filtef$l arid 
^ (router or.gateway or firewall) ! i ; ; 


!USrP6PU6;-; 

USPAT; 
: EPO; JPO; : : 
DERWENT; 
IBMJTD&P 


















S16 
6 


118 


S165 and (@ad<"20010703" or 
@rlad<"20010703") 


US-PGPUB; 
USPAT; 

trU, JrU, 

L/CKVVCN 1 f 

IBM_TDB 


OR 


ON 


2005/10/05 16:16 


S16 


: 12063 


713/153-i5<201;7b9/217-2i9^ • 


US-PGPUB; 


OR! 


: QN : 


:!;2005/10/05j;17;30;: 


7 ; \ 




223-225>229.ccls. and : : 


USPAT- .: 












: (@ad< "20010703" or : ; : 
; @rlad<"20010703'!) ; 










S16 
8 


40 


S167 and (denial$lof$lservice or 
"denial of service" or dos or "syn 
flood" or "syn attack" or "ping of 
death" or "ping attack") with 
(filter$3 or screen $3) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/04/12 19:52 


.; ; 9, ::; : 


20:: 


:iS167;ahd; ((distributed; adji; P 
; (denia!$lpf$lservice : or:"denial of : 
service';)) or ddqs)P 


i;US-PGPUB; 


jj OR : in" 


1BIII II 


!2605/04/i|:i9:52: 


S17 
2 


37 


(denial near2 service) and 
((filter$3 or block$3 or screen$3) 
with expir$5) and 
(@ad<"20010703" or 
@rlad<"20010703 M ) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2005/10/06 14:40 


si? 

: ? : v 


: id 


router ne^r3;(Wamini3 orPP" 
authenticate or verif$5) with 

::filter;;; - : - : :P' P : p . : ; 


US-PGPUB;: 
USPAT; : 
EPO; JPO; 
; DERWENT;:! 
IBM_TDB 


orj; ; 


ON i 


2005/04/12 20:21 


S17 
4 


i 


(administrator$l near3 
(program$3 or set$3)) with 
((filter$l or (security near 
polic$3)) near3 (period$l or 
duration or timer or expir$5)) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/10/06 14:51 


S17 

::.6;;: : - 


::::;::;;;;:;:;::ii:yir::: 

: 


(prqgram$4 or set$3 or 
centralizes or configur$3) with 
(filter$l riear^i (peribd$l ofpP: : 

; duration :<es^cp^r^S))J^:^l;Hi: 


US-PGPUB; 

yspAf;; 


,OR ± V 


ON ' 


2pp5/id/p6 14:53! 
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^17 
31/ 

7 




ji/o ano ^iaJdu<- zuuiu/uj or 
@rlad< n 20010703") 


1 IQ-PftPI IR* 

Uj TOrUD, 

USPAT 


\jt\ 




ZULO/1U/UO 1"< JJ 


S17 : 

:..8::%; • 




:S177:arid (deriial$lof$lserVice or : 
"denial of service" or dos or;"syn :; : 


fepGPUB; 

uspAi; •:r ; ; ; 


; or I 


: °Wr : 


|q6s|i(vp6;m;M: 






iflbod" l 6r: I'syri: attacker v.pihg:6f' = -=*:: 














death" ipr ^ping atfcatk") Hh 1 
























S17 
9 


5119 


(router$l or gateway$l) near3 
(filter$3 or screen$3 or block$3) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/04/12 20:36 


S18 : 

o ;= ;; 


: 7 :; 3170: 


(cpnfigur$3 or set$3 or 
;iprogram$3) riear2 (ekpir$5|or : 
period or duration) with (fiiter$3: 


US-PGPUB; 

USPAT; 

USOCR; 


ok [ j' 


: ON : 


2065/04/12 20:44 






; or screen$3 or blpck$3) t 


EPO; JPO; 
6ERWENT; 
IBMITDB : : ; : 




















S18 

1 


15 


S179 and S180 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/04/12 20:38 


S18 i 


III 181 


; (cohfigur$3 : or set$3 or ; 
: progfam$3j riear4:(expir$5 or ; 
period or duration) ;near3 (filter$3 ; : 
streen$3or bl^k$i); ; 


US-PGPUB; 

USPAT; : : 

USOCR; 

EPO; JPO; 
: DERWENT; 
i JB : M_TDB . 




;dN.; :; ;, : 


i 20d5/0|4/12.20 : :p : 










S18 
3 


16 


(configur$3 or set$3 or 
program$3) near4 (expir$5 or 
period or duration) near3 (filter$3 
or screen$3 or block$3) with (own 
or $4self) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/04/12 20:50 


S18 


17 


(corifigur$3 or set$3:pr 
prdgram$3):near4 (eikpir$5 or 

;0£n6d I or du ratibh) ; M^ea r5 1 (fi}ter$3 ; : ; 
orscreeh$3 or bI6ck$3) with;(pwn7 

: of $4Self or adi™ni^ra$4) ; 


US-PGPUB;! 

usito 

USOCR; 
EPO; JPO; 
DERWENT; 
IBMTDB : 


::p : Rj; J. 




• 20Q5/lp/06 14:p 


S18 
5 


1 


S184 not S183 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2005/04/12 20:51 
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S18 
7 


8 


(denial$lof$lservice or "denial of 
service" or dos or "syn flood" or 
"syn attack" or "ping of death" or 
"ping attack") with filter$l same 
(router or gateway or firewall) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2005/10/05 15:44 


:S18 

::8;;:;: 


: iP: 


; di$tributed:near2 ; 
(d^ni^l$l6f$ikervice ^"idisiniai of. 
: service") and (@ad<"20010703" - . 


.QS-PGPUB;:! 
USPAT; L 
;ePO; JPO; ; 
DERWENT;! 
:IBM_TbB- 


OR 


UN 


; ZUUb/lU/Ub lOMU : 






: or;@riad<c n 20plQ7()3; ? ):;: Aj} 




















S18 
9 


27 


((filter or (security near policy)) 
near3 ("time to live" or 
time$lto$llive or expir$5 or 
duration)) and 

(denial$lof$lservice or "denial of 
service" or dos or "syn flood" or 
syn attack or ping of death or 
"ping attack") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2005/10/05 16:14 


; S19 ;: 
"O. 


^ •;!:;• i:;: 19$; 


: ;(denja!$iof$iservic^ of ; 
1 service" orildos br;"syh;fl6dd" or;. : : : 


;: 0SrPGPUB;;' 
:USPAt^;; 




ON. J 


:?od5/ib/Q5:l^;l6! 






'fsyn'ateck^ or;; ; 












"ping attackV jisarne^fjltjei^i aridv ! . 


EPO; JPO;:!: 
DERWENT; 
ViBMiiTDBi 












(router l oKgateway or firewall) !'' 








S19 
1 


131 


S190 and (@ad<"20010703" or 
@rlad<"20010703") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2005/10/05 16:17 


S19 : ; 


11788 


713/153-154;726/11-12- : 1 


I: US-PGPUB;;:. 
illSPAT; : ^ 


OR : r 


on; 


2005/10/06 14:38' 






;22-25;709/2i7-219^23-225,229J i 










cds. and (@ad<"200id703V: dr; : 1 












:@rlad<"26010703"): : :; 










S19 
3 


54 


S192 and (denial$lof$lservice or 
"denial of service" or dos or "syn 
flood" or "syn attack" or "ping of 
death" or "ping attack" or intru$3) 
with (filter$3 or screen$3) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/10/06 14:30 


S19 ■ 

4:;; 




; (':6789203^).PN. k 


: US-PGPUB; 

uspat: 






; 2005/10/06; 14:31 ■ 


S19 
6 


11791 


713/153-154;726/11-12, 
22-25;709/217-219,223-225,229. 
eels, and (@ad<"20010703" or 
@rlad<"20010703") 


US-PGPUB; 
USPAT 


OR 


ON 


2005/10/06 14:38 


SI? 

V: 


... 62 


((denial near2 service) (intru$4 \ 
near2 detect$3)) and ((filter$3:or 
block$3 or screen$3) with expir$5) 
arid (@ad<"20010703" or ] 
@rlad<"20010703! , j 


US-PGPUB; 

uspat;- :;. 

EPO; JPO; : 
DERWENT; 
: iBM_TDB . ; 


OR : 


ON . r: 


2005/10/13 15:49 
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S19 
8 


1 


9 % 


•;;|.;| .;ji ; ;4f 0 : 


S20 
0 


490 


■sib : 

2 


V'- 373 


S20 
3 


10 


S20 

4;- 


;:;| 'i; r-i?:= 


S21 
1 


li 



(administrator$l near3 
(program$3 or set$3)) with 
((filter$l or (security near 
polic$3)) near3 (period$l or 
duration or timer or expir$5)) 

i;i(prpgr^m$4 6r: : s^t$3. : 6 : r|2::; 
: rcentraiiz$5 pp : b6nfigur$3) with -J 
: : (filtbr^l : riea) r3;;(i3e)rioci$l or Z 
duration iexpir$5)) ;: ; 

(program$4 or set$3 or 
centraliz$5 or configur$3) with 
(filter$l near3 (period$l or 
duration expir$5)) 

:S200 and (@ad<"20010703" or 
@rlad<"20Q10703"); \ ; 

S202 and (denial$lof$lservice or 
"denial of service" or dos or "syn 
flood" or "syn attack" or "ping of 
death" or "ping attack" or intru$3) 



(cpnfigur$3;or set$3 or 
p : r6gra^$ : 3j : near4Xex : pir$5:.or \ 
period or duration)! riear3 (filteVf 3 
;or screen$3 pr:block$3) : with (own; 
or $4se(f br : adrjVinistra$4) ; ;: i;;^ :; 



(((denial near2 service) (intru$4 
near detect$3)) and (filter$3 
block$3 push$lback) and (expir$5 
period time$lto$llive3) and 
(router firewall gateway)).clm. 



US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 

Os-pgpUb|: 

USPAT; 1 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT . 

US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT; : 
USOCR; f 
EPO; JPO; : 
DERWENT;! 
IBM.TDB 

US-PGPUB 



OR 



OR 



OR 



OR 



OR 



OR: 



OR 



ON 



ON 
ON 

on: 

ON 

:ON: 



ON 



2005/10/06 14:51 



.2005/10/06 14:53 : 



2005/10/06 14:53 

2005/10/06 14:54 ; 
2005/10/06 14:54 

2005/10/06:14:59 : 



2005/10/13 16:03 
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